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As cyberspace networks increasingly interact, the new

contacts and information flow are redefining prior
understanding of state sovereignty. Even though gl obal
communi cations are pervasive, there is not yet a

correspondi ng cyber jurisdiction which can adjudicate cyber
di sput es; from Austin Texas to Athens G eece, t he
courthouse on Main Street continues to be the forumfor the
enforcenment of clains arising from cyber-based activities.
E-conmmerce as a business nethod has potential to create the
legal norms and standards in cyber |aw In other areas,
especially with respect to laws affecting freedom of
expression, states may be faced with strong challenges to
the status quo. The nature of cyberspace turns the concept

of jurisdictional boundaries inside out. A single act can
have consequences whose effects can be felt in mny
jurisdictions at once. For a brief noment it seemed that

the law of the place of the injury or the server nmay have
bearing on a decision of what |aw applies or where a claim
should be tried, but with the advent of technology such as
gnutella and web craw ers, i nked and net wor ked
rel ati onships can create a situation where a cyber-activity
has no single point of reference.

In Cctober 2001 the First Wrld Congress on Cyber |aw
adopted the “Resolution of Qito” in an attenpt to
est abl i sh | nt er net nor e and f undanent al freedons.
Principle 4 of this declaration states:

Freedom of information. No State and no Internationa
Organi zation shall prohibit through Iegislative or
t echnol ogi cal neans any individual or any organi zation
to publish information in the Internet. No State and
no | nt er nat i onal Or gani zati on shal | t hr ough
| egi sl ative or technological neans prohibit access to
information in the Internet. However, any State or
any International Organization my |limt access to
pre-identified i nformation i f necessary in a
denocratic society in the interests of nationa
security, public safety or the econonmc well being of
the country, for the prevention of disorder or crine,
for the protection of health or norals, or for the
protection of the rights and freedons of others.

The initial sweeping assertion of information rights
is hedged by the second «clause exenpting enunerable



cultural and country specific pre-identified infornation.
The enforcenent of an individual’s rights to publish and

receive information will be in conflict with the State’'s
limted right to control information flow States wll
enploy filtering and blocking technology as a neans to
enforce law about information content; States will have a

hard time forcing other States or individuals from other
States to bear the cost of utilizing technology to prevent
access fromw thin a State.

In the case of Yahoo!, Inc., v. La Ligue Contre le
Racisme et L' Antisemtisne, 169
F. Supp.2d 1181 (N.D. Cal. 2001), Yahoo!, a California-based
Internet Service Provider, sued La Ligue to have a French
court order declared unenforceable in the U S. courts. The
French court order required Yahoo! to block French
citizens’ access to a particular Yahoo Internet auction

site. In this case, US. sellers placed for sale on the
Yahoo Website, Nazi-related itens, the sale of which is
illegal in France. The French court ordered Yahoo! to
take all necessary neasures to prevent French citizens’
access to the auction site as long as it contained Nazi-
related itens. In response, Yahoo! agreed to post a
warning on the French regional version of Yahoo!
(Yahoo.fr); however, it inforned the court that it was
technologically inpossible to conpletely prevent French
citizens from accessing the U S website. The only way

Yahoo! could fully conply wth the French court order would
be to conpletely ban any Nazi-related material from the
websi t e. As Yahoo! pointed out, this would violate the
conpany’ s First Amendnent rights under t he uU. S
Constitution. Despite this fact, Yahoo! voluntarily banned
items that glorified or were directly associated with “hate
groups” such as the Nazis or the Ku Klux Klan from the
auction site.

The U.S. court ruled it had jurisdiction in the case
based on La Ligue’s contacts with the state of California
relating to its claim against Yahoo!. The court then
granted Yahoo's notion for sunmary judgnent finding the
French court order to be a content-based restriction which
was inconsistent with the Constitution and laws of the
U.S. The French court order was viewed as an attenpt to
regul ate the speech of a US. citizen within the U S. The
court said “absent a body of Jlaw that establishes
international standards wth respect to speech on the
| nt er net and an appropriate treaty or | egi sl ation



addressing enforcenent of such standards to speech
originating within the United States, the principle of
comty is outweighed by the Court’s obligation to uphold
the First Amendnent.” La Ligue is appealing the US court
jurisdiction over the decision and French courts have
charged the Yahoo CEO with crim nal violations.

In Pl ayboy Ent er pri ses, I nc. V. Chuckl eberry
Publishing, Inc., 939 F.Supp. 1032 (S.D. NY 1996), Pl ayboy
Enterprises filed charges against an Italian conpany
(Tattilo Editrice, S.p.A ) that published a nmen’s magazi ne
called “Playnmen” and maintained a website under the sane
name. The Pl ayboy Chuckl eberry dispute goes back for over

20 years. Tattilo began publishing the Italian |anguage
magazine in ltaly in 1967. In 1979, the conmpany announced
plans to publish an English |anguage version of mnmagazine
for the Anerican nmarket. Playboy filed a l|awsuit for

injunctive relief which was granted in the US. in 1981
al though Italian courts ruled the *“Playboy” trademark was
weak and not entitled to protection in Italy. The U. S.
court permanently enjoined Tattilo from using the word
“Playnmen” as a trademark for any nmagazine or other
publication printed, published, distributed, or sold in the
U. S. In this earlier case, the court did not address use
of the Internet to distribute the nagazine.

Then in January 1996, Playboy discovered Tattilo had
created a website using the “Playnen” nane that contained
photographs simlar to those in the Italian magazine.
Al t hough the photographs were placed on the website in
Italy, and the Internet address clearly indicated the
website was located in Italy, website users anywhere in the
world could downl oad the inmages. The website also allowed
users to purchase “Playnen” products and to a subscribe to
a version of the website containing “racier” material. To
subscri be, users would fax an order form with credit card
information to Tattilo, and a password and | ogin nane woul d
be returned to the user via e-mail.

The U. S. court considered whether allowing users in
the U S to download information constituted distribution
or sales, and whether this violated the 1981 injunction
Al though Tattilo is an Italian corporation wthout any
assets in the US. and wthout contact with the U S. other
than the Internet website, the US. court ruled it had
jurisdiction over Tattilo to enforce the 1981 injunction
In reaching its decision, the court considered the Playboy



Enterprises, Inc. v. Frena, 839 F.Supp. 1552 (MD. Fla.
1993), ruling that the unauthorized posting of copyrighted
imges on a website with the know edge that other wusers
woul d downl oad them constituted distribution and sufficient
contact for jurisdiction. The court found that the use of
the English language in a nunber of sections, posting the
subscription price in US. dollars, and the use of the
“Playnmen” nane, was an effective violation of the 1981
injunction. While the court clearly distinguished the fact
that the injunction did not bar Tattilo from maintaining
its website in Italy, the court ruled Tattilo had to
refrain from accepting U S. subscriptions and custoners and
had to return all profits generated from U S. custoners to
Pl ayboy. The Court reasoned that Tattilo can not be
prohibited from operating its Internet site merely because
the site is accessible fromw thin one country in which its
product is banned. To hold otherwise would anount to a
declaration that this court and every other court
t hroughout the world may assert jurisdiction over al
information providers on the global Wrld Wde Wb.

Yahoo! is simlar to Playnen in that the activity in
guestion was legal in the country of origin but not in the

country of destination. Control over information flow can
occur at different tines. Technol ogy can be enployed to
stop the flow or lawsuits can be brought to enjoin activity
or collect fines and damages. As a response to cross-
border disputes, drafters for the Hague Convention on
Juri sdiction, Recognition and Enforcenent of For ei gn
Judgnents in GCvil and Conmerci al Matters have been
attenpting since 1992 to solve the problem of enforcing
foreign judgnents. If drafters reach consensus and the

treaty is ratified, it could have a significant inpact on
i nt ernati onal on-line freedom of speech, trade, and
copyright protections. The current draft would require the
52 signatory nations to agree to the reciprocal enforcenent
of laws on designated topics, even when the actions in
guestion do not violate local laws. The narrowest |aw on
any given topic could effectively becone the internationa
standard. To mitigate protests the draft treaty includes a
public policy exception that would allow courts to refuse
to enforce foreign j udgnent s t hat are mani festly
inconpatible wth public policy. The key wll be to
bal ance internal enforcenent of |ocal comunity standards
wi thout inpairing the flow of information el sewhere.



Sonme experts believe that Hague Convention could cause
U S. courts to enforce foreign laws sinply to ensure U S
| aws are enforced overseas. Oher commentators believe the
use of the public policy exception clause would sinply
result in the enforcenent of few foreign decisions
wor | dwi de. Many believe the solution |Ilies in the
devel opment of effective blocking technology to filter out
users at either access points or server points. Wo should
bear the cost and burden of censorship? The publisher or
the State regulating the information flow to citizen-users?
The task is gargantuan anyway you |look at it. The conmmon
sense approach is to put the burden and cost on the party
seeki ng censorship. The presunption should be in favor of

information flow In theory, blocking technology can be
applied to keep local citizens from internally gaining
access to illegal information that may be legal in the
country of origin and elsewhere. Depending on the
jurisdiction, mandated | nternet filtering my raise

guestions about the unconstitutionality of attenpts to
control the content and information flow

U.S. courts have found that blocking technology is an
unconstitutional content-based restriction on speech. In
Mai nstream Loudoun, et al. v. Board of Trustees of the

Loudoun County Public Libraries, 24 F. Supp. 2d 552, 570
(E.D. Va. 1998) the local |libraries installed blocking
software on conputer termnals in order to block access to
pornographic sites. The Court ruled that the use of the X-
Stop blocking software was wunconstitutional and violated
the First Anmendnent right to free speech because |ess
restrictive nmeans could have been used and that the use of
the filter was a prior restraint. A simlar conclusion was
reached in Anmerican Library Association v. United States,
201 F. Supp.2d 401 (E.D.Pa., 2002), where the court ruled
Sections 1712(a)(2) and 1721(b) of the Children’s Internet
Protection Act (CIPA) were facially invalid under the First
Amendrent . CIPA required public libraries to conply wth
an order mandating the use of filtering software in order
to receive federal subsidies. In reaching its decision,
the court reviewed <current capabilities of filtering
technologies and found that over-blocking and under-

bl ocking substantially limted the effectiveness of the
sof t war e.
Cyberspace is an international space. It is a fusion

of two paradigns for seeing the world: territorial
boundari es based on geographic and cultural integrity and



ubi qui tous and instant information flow across gl obal

networks. Technology will play a role in integrating the
two constructs. As a result of worldw de information flow,
cultural norns regarding information policy will evol ve.

State efforts to restrict floww Il be an upstream struggle
and will confront |egal challenges when attenpting to
enforce a policy outside their own physical boundaries. >



